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DIGITAL ARREST

A New Era of Law Enforcement

As technology shapes our lives, law enforcement adapts with digital ar-
rests. This fi istic app L] gy to efficiency
and tackle modern crimes. It’s a step toward a tech-driven justice system.

A digital arrest involves apprehending individuals through electronic
means, such as issuing notices, freezing assets, or restricting online activi-
ties, to address cybercrimes like fraud, hacking, and harassment.

Dr. Kapil Mehta
Professor & Head DSc

How Does It Work? DSC-College of Engineering

1. Digital Warrants: Authorities issue digital warrants through secure
online platforms, enabling instant notifications to the accused.

2. Asset Freezing: Bank accounts, cryptocurrencies, and other online
resources linked to the suspect can be frozen temporarily.

3. Biometric Tracking: Advanced biometric systems ensure that sus-
pects cannot evade digital monitoring, regardless of their location.

2 Why is it Trending?

1. Efficiency: Digital arrests can be executed faster than traditional methods, saving time and resources.
2.Global Reach: With crimes often crossing borders, digital arrests allow international cooperation without geo-
graphical constraints.

3.Deterrence: Knowing that digital footprints can lead to instant consequences makes potential criminals think
twice.

Controversies Surrounding Digital Arrests

> Privacy Issues: Critics argue that digital surveillance could violate individuals’ privacy rights.

> Misuse of Power: In the wrong hands, such tools could be used to suppress dissent or target vulnerable com-
munities.

> Digital Divide: Not everyone has equal access to technology, making this system potentially biased against
those who lack digital literacy.

The Future of Policing

Digital arrests mark a shift toward tech-driven law enforcement, but their success hinges on safeguarding
rights and preventing misuse. Balancing security and freedom remains a key challenge as this approach re-
shapes the intersection of technology and justice. The future of law enforcement is undeniably digital.
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Digital Arrest in India: Challenges and Implications

AWARDS AND ACHIEVEMENTS

Crime and scams is a major concern as technology gets more incorporat-
ed into our day to day lives. One which has picked up in popularity is a type
of scam known as the 'digital arrest scam,’ taking advantage of fears and
spreading misinformation. The aim of this article is to explore what digital
arrest is, how these scams rely on the mechanisms, the human compo-
nent behind, and a few simple tricks to avoid such deceitful practices.
Digital arrest occurs when someone is deceived through digital medium
—such as email, messages or phone call that the person is linked with any
criminal activity. Typically these scams say that the victim’s name ap-
pears in allegations of serious actions such as money laundering, illegal
activity or tax evasion. This fake story is then used by the scammers to
pressure the victim into paying fines, fees or bribes to ‘fix' your situation.
Often result in victims making rash decisions and doing so without con-
firming the information. The digital arrest scam pretty much conducts an
orchestrated attack to instill fear and get you to take action right away.

Prof. (Dr.) Rajdeep Singh
Executive Director, Engineering
CGC Landran, Mohali

The process generally includes:

1. Reaching Out to the Victim: They do this by
picking up the phone, sending emails or instant
messages. Polished communications using
logos, language, or the caller ID of legitimate
organizations such as police departments or
government offices is common among their
communications.

2. Allegation of Legal Action: They are told be-
cause of ‘unlawful involvement' they will be
faced with such severe legal actions as war-
rants of arrest or criminal charges.

3. Payment Demands: Victims are coerced
into making ‘urgent payments' through online
wallets, wire transfers or even cryptocurrency,
in order to ‘clear their name’ or ‘settle the
charges. There are scams that try to get sensi-
tive personal or financial information; what
they use it for afterwards varies.

4. Creating a Sense of Urgency: Scammers
create immediate pressure by saying they
need to take action to avoid public shaming,
arrest or legal consequence.

We are excited to announce that CGC College of Engineering,
Landran has received an outstanding 3.5 ranking certificate
from the Institution’s Innovation Council (IIC) for the academic
year 2023-24. This prestigious recognition comes as a result of
our consistent efforts in promoting Innovation and Start-up cul-
ture on campus.

The lIC at CGC College of Engineering has successfully undertak-
en a variety of activities, as prescribed by the Innovation Cell,
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Institution' Innovation Council 11C) established at

CGC College

& LANDRAN

M .,..,.....nc.,...."..'.zm,u Ministry of Education, Government of India, aimed at fostering in-
= - novation, creativity, and entrepreneurship. Our initiatives have
T G- D not only empowered students to develop entrepreneurial mind-
—_— sets but also helped create a vibrant start-up ecosystem within
—— the college.

SR A CGC College of Engineering, Block-10, has achieved an
impressive All India Rank of 276 in the Internshala

Internshala Annual ] L
Ranki 2024 Annual Rankings 2024, out of over 740 participating col-
ankings E ) leges. This accomplishment highlights our commitment
to providing students with valuable internship opportu-

—

nities that build industry-relevant skills. A special thanks
to Prof. Neha Sharma for her dedicated efforts in secur-
ing internships for our students. This achievement re-
flects our continued dedication to student success and
career growth. We look forward to reaching even great-
er milestones ahead!

CGC College Of Engineering Block-10

Sarvesh Agrawal

This achievement reflects our commitment to nurturing
the next generation of innovators and entrepreneurs. We
are proud to be a part of this transformative journey and
look forward to further enhancing the innovation land-
scape at CGC College of Engineering.
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Together, let’s continue to inspire and lead the way ininno-
vation and entrepreneurship!
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